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Introduction 

Desktop virtualization is gaining rapid momentum in the IT industry, but the needs of the mobile 

laptop user community can be difficult to address with the current desktop virtualization offerings.  

This mobile laptop user community is cumbersome to manage, support and secure making 

traditional methods of desktop delivery difficult. Within a mobile laptop there is a constant risk that 

corporate data security is heavily dependent on individual user behavior and IT has less control over 

mobile devices since not all laptops are always part of the corporate network. Citrix XenClient, a 

local desktop virtualization platform that provides new levels of security, performance, and user 

flexibility presents a new desktop delivery approach. Citrix XenClient enables IT administrators to 

deliver each employeeõs corporate desktop into a secure virtual machine (VM) that runs directly on 

that userõs computer and also allows users to run their personal desktop VM on the same computer 

in complete isolation. 

With the release of Citrix XenClient Express (a trial and evaluation package), customers and partners 

can take a firsthand look at this new trial technology. A simple evaluation of XenClient can be 

performed with just a single laptop by installing the XenClient software on the device. Virtual 

machines can be created and configured using Windows media. To experience the central 

configuration and deployment capabilities the Synchronizer for XenClient can be added.  This 

Implementation Guide provides step-by-step instructions for implementing a successful XenClient 

Express Proof of Concept (PoC) environment based on XenClient, Receiver for XenClient, and 

Synchronizer downloads available on Citrix.com.   

Hardware and Software Requirements 

Citrix XenClient was designed and developed based on a strong partnership with Intel and the Intel 

vProÊ technology for notebook and desktop PCs.  Therefore, Intel vPro with VT-x and VT-d are 

required for the installation of XenClient on a laptop or desktop PC.  For a complete list of 

compatible laptops and laptop-model specific setup instructions, please refer to the Supported 

Laptop Model section of the XenClient User Guide available on the Citrix Knowledge Center. 

In preparation for executing all the steps outlined in this PoC Implementation Guide, the following 

components will be required in advance of executing the steps in this guide: 

¶ Laptop or Desktop PC for XenClient:  A list of XenClient ready devices can be found at 

http://www.citrix.com/ready/list/products   

¶ XenServer for the Synchronizer:  A XenServer machine is required to import the 

Synchronizer VM.  Information on XenServer can be found at 

http://deliver.citrix.com/go/citrix/freeXenServer.  XenCenter will be used to manage the 

XenServer and access the Synchronizer VM console. 

¶ XenClient Installation Media:  The XenClient Installation Media will need to be downloaded 

from Citrix.com and burnt to a CD for the bare-metal hypervisor installation. 

http://www.citrix.com/English/ps2/products/feature.asp?contentID=2300346
http://support.citrix.com/product/xc/vRC/#tab-doc
http://www.citrix.com/ready/list/products
http://deliver.citrix.com/go/citrix/freeXenServer
http://www.citrix.com/English/ps2/products/feature.asp?contentID=2300346
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¶ Windows 7, Vista or XP Installation Media:  Windows Installation Media will be required to 

build the virtual machines hosted on XenClient. 

Installation and Configuration 

The purpose of this document is to provide step-by-step instructions for the implementation of each 

component within the Proof of Concept environment.  Based on the dependencies of each 

component, the document is divided into the following sections for each step of the installation 

process: 

¶ Section 1: Citrix XenClient and  Receiver for XenClient ð This section demonstrates how to 

install and configure the stand-alone XenClient software, create virtual machines capable of 

running on XenClient and manage the virtual machines with Citrix Receiver for XenClient. 

¶ Section 2: Synchronizer for XenClient ð XenClient can run independent of Synchronizer, 

but this section displays how to install and configure the Synchronizer to centrally manage 

the virtual machines available within the XenClient environment as well as provide 

instruction on how to register and assign XenClient virtual machines with the Synchronizer. 

¶ Section 3: Secure Application Sharing ð This section showcases application sharing between 

XenClient virtual machines.  It should be noted that this functionality is still considered to be 

experimental for the XenClient Express (XenClient 1.0 RC) version documented in this 

paper. 

Section 1: Citrix XenClient and Receiver for XenClient 

At the heart of Citrix XenClient is a high-performance, bare-metal Xen hypervisor that runs directly 

on the device hardware and uses Intel hardware-assisted virtualization, as shown in the following 

diagram:  

Hardware

Bare-Metal Xen Hypervisor

Corporate VMPersonal VM

Service VM
Control 

Domain VM

Citrix XenClient Device

 

Figure 1: Citrix XenClient Architecture 



 

Page 5 

The XenClient software requires a Control Domain and Service VM running on the Xen hypervisor 

to manage all the end-user virtual machines.   

¶ Control Domain VM:  The Control Domain VM is a specially privileged virtual machine 

running on top of the hypervisor and controls all interaction between the virtual machines 

and the physical hardware.  The end user is unable to access the Control Domain VM. 

¶ Service VM:  The Service VM is an end-user VM that boots on system start up and provides 

a user interface that communicates directly with the Control Domain over a secure channel.  

The Citrix Receiver for XenClient implements the Service VM architecture. 

The steps required to install XenClient with the Control Domain and Citrix Receiver for XenClient 

are all encapsulated in this section: 

XenClient Initial System Configuration 

The first step in installing XenClient is to ensure that your computer has the correct settings. Please 

ensure the following BIOS settings are enabled: 

¶ SATA is setup to use AHCI mode 

¶ Intel ® Virtualization Technology is enabled 

¶ The Intel ® VT-d and VT-x features are enabled  

¶ TXT (Trusted Execution Technology) and TPM (Trusted Platform Module) are disabled 

After making the changes in the BIOS, ensure that the system has been completely rebooted before 

moving forward with the XenClient installation. 

XenClient Installation 

There are several ways to install XenClient, but for the purposes of this Proof of Concept 

environment, XenClient will be installed from a CD using the Quick Install instructions documented 

in the User Guide on the Citrix Knowledge Center.  XenClient is a bare-metal installation, so all 

existing data on the hardware will be deleted during this installation. 

XenClient Installation 

 Screenshot Description 

1 

 

¶ Insert the CD created from 
the media download on 
Citrix.com 

¶ Select the Quick Install 
option 

http://deliver.citrix.com/go/citrix/tryxenclient
http://support.citrix.com/product/xc/vRC/#tab-doc
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2 

 

¶ Select OK  

3 

 

¶ Select OK after reviewing the 
License Agreement 

4 

 

¶ Select YES if you agree with 
the Licensing terms 

5 

 

¶ Select the Keyboard Layout 
and choose Select  

¶ Select Verify to validate the 
installation CD 
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6 

 

¶ Enter a password for the 
system 

¶ Select OK 

7 

 

¶ Select Continue to begin the 
installation 

¶ XenClient and the Citrix 
Receiver for XenClient will 
install during this process 

8 

 

¶ Select Continue after the 
installation completes 
successfully 

9 

 

¶ Select Reboot to complete 
the installation 
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XenClient Configuration 

Once XenClient is successfully installed and the system has been rebooted, the Citrix Receiver for 

XenClient user interface is presented. All XenClient system wide operations are performed from this 

interface using the following instructions: 

Initial XenClient Configuration 

 Screenshot Description 

1 

 

¶ Within the XenClient console, 
select System on top right 
corner to configure the 
XenClient system properties 

2 

 

¶ Select the desired Wallpaper 
image 

¶ Select Save to see the new 
wallpaper 

3 

 

¶ Select the Power option to 
configure desired Lid Close 
Action for the XenClient 
device 

¶ Select Save to activate the 
changes 
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4 

 

¶ Select the Input option to 
configure Touchpad Options 
and Touchpad Speed 

¶ Select Save to activate the 
changes 

5 

 

¶ By default, there is no 
password required during 
XenClient startup 

¶ Select the Login option to 
configure XenClient startup 
password feature 

¶ Also specify Screen lock 
timeout value 

¶ Select Save to activate the 
changes 

 
*Note: Software, Hardware, 
Networking and Diagnostics are 
information only screens. 

 

6 

 

¶ Within the XenCenter console 
select Network on top right 
to configure both Wired and 
Wireless networks for the 
XenClient device 

¶ Available wireless networks 
are displayed and new 
wireless networks can be 
created by clicking on by 
Create New Wireless 
Network 
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7 

 

¶ To view Active Network 
Connection Information, 
Right Click on Network and 
select Connection 
Information 

¶ Information about the Active 
Network Connections is 
displayed as shown 

8 

 

¶ To edit existing connections, 
Right Click on Network and 
click Edit Connections 

9 

 

¶ Wired and Wireless 
connections can be added, 
edited or removed from this 
menu 
 
 
 
 
 
 
 
 

*Note:  Mobile Broadband and 
DSL network are not currently 
supported with the XenClient 1.0 
RC version. 
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Virtual Machine Creation and Configuration 

There are two types of virtual machines defined on XenClient ð Unmanaged and Managed virtual 

machines.  

¶ Unmanaged:  VMs that are not registered with the Synchronizer and managed independently by 

end users are defined as Unmanaged VMs 

¶ Managed:  VMs that are centrally configured, registered with the Synchronizer and managed by 

an administrator are defined as Managed VMs. 

There are two ways to add VMs on XenClient.  The first method is to run the installation from the 

operating system installation disc directly on the XenClient device.  The second method is to 

download a preconfigured VM from the Synchronizer to the XenClient device.  

End users can download their assigned (Managed) VMs from the Synchronizer to their local 

XenClient, but then also use installation media, like the Windows 7 install media, to create a local 

Unmanaged VM running on the same XenClient device as the Managed VM.  This allows each VM 

to run completely isolated from the other VMs; therefore, allowing a corporate mandated VM on 

the same machine as a personal VM. 

 To create a Managed VM for multiple users, the IT administrator can perform an initial one time 

VM installation from disc and register it with the Synchronizer to centrally assign VMs to multiple 

users. Follow the instructions shown below to install a virtual machine from disk and perform the 

initial configuration tasks: 

Virtual Machine Creation and Configuration 

 Screenshot Description 

1 

 

¶ Click on Add VM on top left 

¶ Select Create from Install 
Disc option 
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2 

 

¶ Select the Type of VM that 
matches the Install Disc from 
the drop down 

¶ Enter a VM Name for the 
machine 

¶ Enter a Description for the 
machine 

¶ Select the Icon that will 
appear in the Citrix Receiver 
for XenClient display for this 
machine 

¶ Select Next 

3 

 

¶ Enter the Memory settings 
(Default recommendations 
will be displayed) 

¶ Enter the number of virtual 
CPUs 

¶ Select Next 

4 

 

¶ Enter the Virtual Disk Size 

¶ Select the Wired Network 
connection 
-Bridged: VM has full access 
to the same networks as host 
-Shared: Creates a private 
network for VM and only 
allows outbound connections 
using NAT 
-Internal: Only allows 
network communication 
between VMs 

¶ Select Next 
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5 

 

¶ Select Start VM & Install OS 
to begin the installation 

¶ Select Finish 

6 

 

¶ VM installation will begin 
from install disc 

¶ Complete installation per 
Operating System 
instructions 

 
 
 
 
 
 
 
*Note: Refer to Appendix A for all 
shortcuts to toggle between VMs 
and XenClient interface. 

7 

 

¶ After the installation is 
complete and the VM 
reboots, XenClient Tools need 
to be installed on the VM 

¶ Select the Detailed View 
button from the XenClient 
menu to view the details 
about the newly created VM 

8 

 

¶ Under the General Tab, click 
the Edit button 

¶  Change the Tools CD 
dropdown to show Attached 
(This will allow the VM to 
recognize physical CD drive) 

¶ Select Save 














































































