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Introduction

Desktop virtualization is gaining rapid momentum in the IT industtiyemeeds of the mobile

laptop user community can be difficult to address with the current desktop virtualization offerings
This mobile laptop useommunity isumbersom& managesupport and secure making

traditional methods of desktop delivdiffrcult. Within a mobile laptoghere is a constant risk that
corporate data security is heavily dependent on individual user behévicasteks gdrol over

mobile devices sincetrall laptops ar@waygpart of the corporate networRitrix XenClient, a

local desktop virtualization platform that provides new levels of spetfotynanceand user

flexibility presents a new desktop deliveryoappr Citrix XenClient enables IT administsator
deliver each employeeds corporate desktop int
t hat camputer ahdalso allows users to run their personal desktop VM on the same computer
in complete isolation.

With the release of Citrix XenCli&xpress (a trial and evaluation packagsfomers and partners
can take &rsthand look at this netwal technologyA simple evaluation of XenClient can be
performed with just a single laptop by installing the Xen&ifemareon the device. Virtual
machines can be created and configured using Windows media. To experience the central
configuration and deplment capabilities the Synchronizer for XenClient can be atded.
Implementation Guiderovides stepy-step instructionfor implementing successfufenClient
ExpresgProof of ConceptPoC)environmenbased oiXenClient, Receiver for XenCliesmd
Synchronizer downloads availabl€ibrix.com

Hardware and Software Requirements

Citrix XenClientvas designed and developed based on a strong partnership with Intel and the Intel
vProE technology for not ebouwlowihViTkk antl ¥ Bdlare op P Cs
required for the installation of XenClient on a laptop or desktobd?@.complete list of

compatible laptops and laptoydel specific setupstructionsplease refer to tiS&upported

Laptop Model section of th&nClient User Guidevailable on th€itrix Knowledge Center

In preparation for executing all the steps outlined in this PoC Implementation Guide, the following
components will be requiredadvance of executing the steps in this:guide

1 Laptop or Desktop PC for XenCliem:list of XenClienteady devices can be found at
http://www.citrix.com/ready/list/products

1 XenServefor the SynchronizeA XenServer machine is required to import the
Synchronize¥M. Information on XenServer da@ found at
http://deliver.citrix.com/go/citrix/freeXenServerXenCenter will besed to manage the
XenServer and access the Synchronizer VM console.

1 XenClient Installation Medidhe XenClient Installation Media will need to be downloaded
from Citrix.comand burnt to a CD for the bameetal hypervisor installation.
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1 Windows 7Vistaor XP InstallatioMedia: Windows Installation Media will be requiced
build thevirtual machindsosted on XenClient

Installation and Configuration

The purpose of this document is to provide-Byegiep instructions for the implementation of each
componentvithin theProof of Concept environment. Based on the dependencies of each
component, the document is divided th&@following sections for each step of the installation
process:

1 Sectionl: Citrix XenClient andReceiver for XenCliedtThis section demonstratesw to
install and configutle standaloneXenClientsoftwarecreate virtual machines capable of
running on XenCliergnd manage the virtual machines with Citrix Ret@ivérnClient

1 Section 2Synchronizer for XenCliedtXenClienitan run independent of Synchronizer,
but this section displays how to install and configure the Synchronergraitlyananage
thevirtual machines available withinXleeClient environmeiats well as provide
instruction on how teegister and assigenClient virtual machines with the Synchranizer

1 Section 3Secure Application Sharihghis sectiont®wcasgapplication sharing between
XenClient virtual machinel.should be noted that this functionality is still considered to be
experimental for the XenClient Expre&anClient 1.0 RGrersiondocumented in this
paper

Section 1: Citrix XenClient and Receiver for XenClient

At the heart of Citrix XenClient i©i@hperformancgoaremetalXenhypervisor that runs directly
onthedevice hardware and uses Intel hardassisted virtualization, as shown in the following
diagram:

Citrix XenClient Device

Personal VM Corporate VM
Control

Domain VM

Hardware

Service VM

Figure 1 Citrix XenClient Architecture
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The XenCliensoftwareequires a Control Domain and SerVigkerunning on théXenhypervisor
to manage all the ender virtual machines.

1 Control DomairWM: TheControlDomainVM is a specially privileged virtual machine
running on top of the hypervisor and controls all interaction between the virtual machines
and the physical hardwaféne end user is unable to access the Control Domain VM.

1 Service VMThe Service VM anenduser VM that boots on system start up and provides
a user interface that communicates directly with the Control Domain over a secure channel.
The Citrix Receivdor XenClienimplementshe Service VMrchitecture

Thesteps requiret installXenClient with the Control Domain and Citrix Receiver for XenClient
are # encapsulated in this section:

XenClient Initial System Configuration

The first step in installing XenClient is to ensure that your computer has the correct settings. Please
ensurghefollowing BIOS settingae enabled

1 SATA s setup to use AHCI mode
1 Intel ® Virtualization Technology is enabled
1 The Intel ® VFd and VTFx features are enabled

1 TXT (Trusted Execution Technology) and TPM (TduBtatform Module) are disabled

After makng the changes in the BIOS, ensure that the system has been completely rebooted before
moving forward with the XenClient installation.

XenClient Installation

There are several ways to install XenClient, but for the purposes of this Proof of Concept
enviramment, XenClient will be installed fro@@using the Quick Install instructions documented
in theUser Guide on th€itrix Knowledge CenteiXenClient is a baremetal installation, so all

existing data on the hardware will be deleted during this installation.

Insert the Clxreated from
the media download on
Citrix.com

1 Select theQuick Install
option
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Inited States

(Select>

1 SelectOK

1 SelectOKafter reviewing the
License Agreement

1 SelectYESf you agree with
the Licensing terms

1 Select the Keyboard Layout
and chooseselect

1 SelectVerify to validate the
installation CD
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Password

Confirm Passuord SR

{Cancel>

Creating XenClient disk
partition.

fJverall Progress
18%

Enter a password for the
system
SlectOK

Installation succeeded.

{<Cont inue>

SelectContinueto begin the
installation

XenClient and the Citrix
Receiver for XenClient will
install during this process

Flease press [Enter] to reboot.

SelectContinueafter the
installation completes
successfully

SelectRebootto complete
the installation
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XenClient Configuration

Once XenCliens successfully irdtedand the system has been rebqaitedCitrix Receiver for
XenClientuser interfacis presented. All XenClieytistem wide operations are performed from this
interface usinthe following instructions:

Within the Xen@ent console
selectSystemon top right

;dﬂ - corner to configureghe

Metwork |  100% XenCliensystem properties
2 Systam Sertines x | Select the desiretVallpaper
Wall Click the wallpaper image you want below |mage
a r 2 -
i ; | 1 SelectSaveto see the new
Power ' wallpaper
Input

Synchronizer

Login
Sortware m\{ V \ -

Hardware

Networking
Diagnostics
3 System Settings x |  Selecthe Poweroption to
S L Close Action configure desired.id Close
Action for the XenClient
Power On AC Power deV|Ce
Do nothi = .
Input noing 1 SelectSaveto activate the
. On Battery Changes
Synchronizer -
| Sleep entire systgm |
Login Do nothing
Software
Hardware
Networking
Diagnostics
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4 SystemSetiings * | Select thdnput option to
S Touchpad Ogtions configureTouchpad Options
¥ Enable touchpad tap to click and TOUChpad Speed
Fower ¥/ Enable touchpad scroling 1 SelectSaveto activate the
Input changes
Touchpad speed
Synchronizer Sow 1 2 3 4 5 6 7 8 0 10 Fast
Login )
Software
Hardware k
Networking
Diagnostics
Close
5 System Settings x | By default, there is no
o password required during
pap Require password on XenClient startup? XenCIlent Startup
Fower Z:: scr:ec:\.\ock timeout ﬂ SeleCt thd_oglnoptlon to
Input minutes configureXenClient startup
& retroniser passwordfeature
1 Also specifyscreeniock
- N timeout value
Software 1 SelectSaveto activate the
Hardware Changes
Networking *Note: Software, Hardware,
Diagnostics Networking and Diagnostics are
information only screens.
Save Close
6 | I | 1 within the XenCenter consol

o all ~
System | Metwork !
Wired Network
disconnected
Wireless Networks
access \:I
access3 ey \:\ [ 3

Connect to Hidden Wireless Network...

Create New Wireless Network... [ |

100%

selectNetwork on top right
to configure both Wired and
Wireless néworks for the
XenClient device

I Available wireless networks
are displayed and new
wireless networks can be
created by clicking on by
CreateNew Wireless
Network
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To view Active Network
Connection Information,
Right Cliclon Networkand
selectConnection
Information

Information about theActive
Network ®nnectionsis
displayed as shown

9 To edit existing connections,

Right Cliclon Network and
clickEdit Connections

7 Connection Information ) x
Active Network Connections
- Auto access3 (default)
Interface: 802.11 WIiFi (wlan0)
Hardware Address: 00:21:6A:69:BC:38
Driver: iwlagn
Speed: 11 Mb/s
Security: WPASWPAZ, EAP-LEAP
IP Address: 10.216.150.46
Broadcast Address: 10.216.151.255
Subnet Mask: 255.255.254.0
Default Route: 10.216.150.1
Primary DN5: 10.216.4.21
Secondary DNS: 10.216.4.34
8 |
& ol ~
Systerm | Metwork ! 100%
¥| Enable Networking
v| Enable Wireless
Connection Information
Edit Connections.i.
Li )
About
9 Network Connections x
. Wired | Wirel'ss . &gy Mobile Broadband |_§ D5L|
Auto access3 4 minutes ago Add
access3 1 hour ago ]
= Edit
Delete
Close

*Note: Mobile Broadband and
DSL network are not currently
supported withthe XenClientL.0
RC version

Wired andWireless
connections can be added,
edited or removed from this
menu
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Virtual Machine Creation and @nfiguration

There aréwo types of virtual machines defined on Xen@ielmmanaged andaviaged virtual
machines.

1 UnmanagedVMs that are not registered with the Synchronizer and managed independently by
end users are defined as Unmanaged VMs

1 ManagedVMsthat are centrally configuredgistered with the Synchronemed managed by
an admiistrator are defined as Managed VMs.

There are two ways add VM=n XenClient. The first method is to runitistallation fronthe
operatingystem instationdiscdirectly on the XenClient device. The second method is to
downloada preconfigured Vifom the §nchronizeto the XenClient device

End users can download tressignedManagepVMs from the Synchronizer to their local
XenClient, but then also use installationamékie the Windows 7 install metbecreate a local
Unmanaged VM running on the same XenClient device as the Managéas\dlows each VM

to run completely isolated from the other VMs; therefore, allowing a corporate mandated VM on
the same machine as a personal VM.

To create a Managed VM for multisers, the ITRdministrator can perforaminitialone time

VM installation frongisc and register it with thgn8hronizer to centrally assign VMs to multiple
usersFollowthe instructions shown below to instafiraual machine from disk apdrformthe
initial configuration tasks:

Citrix Receiver for XenClient f  Click orAdd VMon top left
i SelectCreate from Install
Discoption
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2

Create from Install Disc

Name & Type

TYPe: |Microsoft Windows 7 32bit - Icon
VM Name: [windows 7 VM 1 _— _— _—

Description: |personal VM %

| Cancel

Next

Select theType of VMthat
matches the Install Disc fromn
the drop down

Enter aVvM Namefor the
machine

Enter aDescriptionfor the
machine

Select thdconthat will
appear in the Citrix Receiver
for XenClient display for this
machine

SelectNext

Create from Install Disc

Memeory & CPUs

Memory: [3 408 [=] rmB)
[~]

VCPUS: [5

Cancel Previous

Next

Enter theMemory settings
(Default recommendations
will be displayed)

Enter the numbenf virtual
CPUs

SelectNext

Create from Install Disc

Storage &
Networking

Virtual Disk Size: (GB)
[~]
Wired Metwork: Bridged

Wireless Network: {  Shared
Internal

Cancel Previous

Next

= =4

Enter theVirtual Disk Size
Select the Wired Network
connection

-Bridged VM has full access
to the same networks as hog
-Shared Creates a private
network for VM and only
allows outbound connectiong
usingNAT

-Internal: Only allows
network communication
between VMs
SelectNext
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5 1 SelectStart VM & Install OS

to begin the installation
1 SelectFinish
6 T VM installation will begin
from install disc
1 Complete installation per
Operating System
instructions
*Note: Refer to Appendix A for g
shortcuts to toggle between VM3
and XenClient interface.

7 1 After the installation is
complete and the VM
reboots, XenClient Tooteed
to be installed on the VM

1 Select theDetailed View
button from the XenClient
menuto view the details
about the newly created VM

8 9 Under theGeneral Tabclick
the Editbutton

1 Change théools CD
dropdown to showAttached
(This will allow the VM to
recognize physical CD drive

1 SelectSave
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